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Abstract

Critical Manufacturing's white paper, "The Industrial Al Cliff is Real," correctly identifies the
central paradox of industrial Al in 2026: adoption is near-universal, yet value realization remains
concentrated among a small minority of manufacturers. Its proposed remedy — a unified
Industrial Operations Platform that governs Al output as configuration rather than disposable
code — is directionally sound but architecturally incomplete. This paper argues, and
demonstrates through the TOGAF Architecture Development Method, that the Industrial Al Cliff
is not a platform gap but an enterprise architecture gap: fragmented business capabilities and
application portfolios, fragmented data semantics, and fragmented governance, each
independently corroborated by research from BCG, McKinsey, the World Economic Forum, and
Gartner. Applying the full ADM cycle, the paper develops a vendor-neutral reference
architecture for an "Industrial Al Operating Model" grounded in ISA-95 and IEC 62443, extends
the source paper's maturity model into a four-domain architecture capability model spanning
business, data, application, and technology, and establishes Al-generated configuration and
code as first-class architecture artifacts subject to repository discipline, compliance review,
and change management. A 24-month migration roadmap and architecture-led business case
translate the modelinto a sequenced program of work. The conclusion sharpens the source
paper's own: crossing the Industrial Al Cliff is a structural, capability-led transformation
governed as a continuous architecture cycle — not a one-time platform procurement decision
— and itis achievable by any manufacturer willing to model the enterprise before configuring
the platform.
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Executive Summary

Critical Manufacturing's white paper, “The Industrial Al Cliff is Real,” correctly diagnoses the
central paradox of industrial Al in 2026: adoption is nearly universal, yet value realization remains
concentrated in a small minority of manufacturers. It names the point of failure well — the
momentinsight must become action inside live operations — and it proposes a sensible product
response: a unified Industrial Operations Platform that treats Al output as governed
configuration rather than disposable code.

This paper takes that diagnosis as a starting point rather than an endpoint. A platform is an
implementation pattern. It is not, by itself, an enterprise architecture. Bought or built, any
platform will fail to close the Al Cliff if itis dropped onto an enterprise that has not first done the
architectural work of defining its capabilities, its canonical data semantics, its technology and
security foundations, and its governance model for Al-originated logic. The evidence bears this
out: independent research from BCG, McKinsey, the World Economic Forum, and Gartner all
converge on the same structural conclusion — the gap between Al leaders and laggards is
architectural before it is technological.

This paper sets out how a senior enterprise architect should approach the Industrial Al Cliff as a
structured, governed transformation rather than a procurement decision. It applies the TOGAF
Architecture Development Method (ADM) end to end to the problem; proposes a vendor-neutral
reference architecture for the “Industrial Al Operating Model” built on ISA-95 and IEC 62443
foundations; extends the maturity model in the source paper into a full architecture capability
model spanning business, data, application, and technology domains; and treats Al-generated
configuration and code as first-class architecture building blocks subject to the same repository
discipline, compliance review, and change management as any other artifact in the Architecture

Repository.

The conclusion mirrors and sharpens the source paper's own: the Industrial Al Cliff is not an Al
problem, and it is not only an economic one. It is an enterprise architecture problem, and it
responds to enterprise architecture discipline — capability-led, standards-based, and governed

as a continuous ADM cycle rather than a one-time platform deployment.

© 2026 Digital Enterprise Architecture Advisors LLC
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1. Purpose and Scope of This Paper

This paper is written as a practitioner response to the Critical Manufacturing white paper
referenced above, and as a standalone reference for enterprise, business, data, application, and
technology architects operating in discrete and process manufacturing environments. Its
purpose is threefold:

¢ Tovalidate and extend the underlying diagnosis — that Al maturity in manufacturing is
capped by execution maturity — with a broader independent evidence base and an explicit
architectural root-cause analysis.

¢ To demonstrate how a senior enterprise architect translates that diagnosis into a
governed, standards-based program of work using the TOGAF ADM, rather than treating it
as a single platform-buying decision.

e To propose an industry-level, vendor-neutral reference architecture and maturity model
that any manufacturer can use to assess its own position and plan its own migration,
independent of which Industrial Operations Platform, MES, or hyperscaler it ultimately
selects.

The scope is enterprise architecture, not software engineering. Where the source paper argues
correctly that Al-generated software should be treated as disposable configuration rather than a
durable asset, this paper goes one level higher: the durable asset is the architecture itself — the
capability model, the canonical data semantics, the technology and security foundation, and the
governance mechanisms that give Al-generated configuration meaning, safety, and longevity.

© 2026 Digital Enterprise Architecture Advisors LLC
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2. Restating the Problem Through an Architecture Lens

The source paper describes the Al Cliff as the point at which insight must become action, and
where intelligence must operate inside live manufacturing workflows rather than alongside
them. That description is accurate butincomplete from an architecture standpoint. An architect
asks a prior question: why does insight fail to become action in the first place?

The answer is rarely a missing algorithm. It is missing architecture. Three failure modes recur
across manufacturers attempting to scale Al, and each is a textbook enterprise architecture gap
rather than a data-science gap:

2.1 Fragmented Execution — a Business and Application Architecture gap

Most manufacturers operate multiple, inconsistently configured execution systems across sites
— MES variants, SCADA historians, spreadsheets, and locally built applications — each
encoding its own view of how work is performed. Without a common business capability model
and a rationalized application portfolio, Al recommendations cannot be executed consistently

because there is no consistent execution surface to act upon.

2.2 Fragmented Data and Semantics — a Data Architecture gap

Al models are only as trustworthy as the semantics of the data they reason over. Without a
canonical operational model — shared definitions of material, container, equipment, workflow,
and quality state, aligned to ISA-95 (IEC 62264) object models — every Al initiative recreates its
own local ontology. Predictions and recommendations drift from one line, site, or system to the

next, and enterprise-wide intelligence remains structurally unreachable.

2.3 Fragmented Governance — an Architecture Governance gap

As generative Al drives down the cost of producing scripts, dashboards, and integration logic,
manufacturers accumulate Al-originated artifacts outside any architecture repository,
compliance process, or change-management discipline. This is precisely the technical and
architectural debt problem Gartner has flagged as the largest hidden cost of the generative Al

era, and it compounds the execution and data gaps rather than solving them.

© 2026 Digital Enterprise Architecture Advisors LLC
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Why the Al CIiff Is an Architecture Failure, Not a Model Failure

Fragmented Execution Fragmented Data & Semantics Fragmented Governance
Site-specific MES/SCADA variants, No canonical operational model; No architecture repository or

spreadsheets and shadow tools; IT/OT silos; inconsistent material, compliance review for Al-generated
no common process model equipment and quality definitions logic, scripts and configuration

Insight accumulates faster than .'1(—' organization's ability to act on it
Stalled pilots & Shadow IT & Inconsistent, site- Value trapped below
manual workarounds Al-generated technical debt by-site decisions the enterprise level

Figure 1. The Al Cliff is the visible symptom of three underlying architecture gaps — in business/application, data, and
governance architecture — not a shortfall in Al capability itself.

Framed this way, the Al Cliff is not a wall that appears at a certain level of Al sophistication. It is
the accumulated shadow of architecture debt that was already there, made visible the moment

an organization tries to let intelligence act rather than merely report.
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3. The Evidence Base: What Independent Research Shows

The source paper cites several credible external sources. Reviewing them together, alongside
adjacent research, reinforces a single structural pattern: value from Al is concentrated among
organizations with stronger operational and architectural foundations, not among those with

more sophisticated models.

m Core Finding Architectural Reading

McKinsey, The
State of Al

BCG, The
Widening Al
Value Gap (2025)

World Economic
Forum/
McKinsey,
Global
Lighthouse
Network

Gartner, GenAl
technical debt
research

Gartner,
Manufacturing
CIO research

More than four in five respondents report
no tangible enterprise-level EBIT impact
from generative Al use.

Only about 5% of companies are “Al-
future-built”; roughly 60% report minimal
value despite heavy investment. Future-
built firms report several times the
revenue and cost impact of laggards.

Lighthouse manufacturing sites report
roughly 40% average labor-productivity
gains and roughly 48% average lead-time
reductions from scaled Al, analytics, and
automation.

Gartner projects a large share of
enterprises will face delayed upgrades or
rising maintenance costs from
unmanaged generative-Al technical debt,
with architectural debt becoming the
dominant category of debt within a few
years.

Fragmented, heavily customized IT/OT/ET
estates — built up through M&A and
disconnected point projects — block
digital-thread and Al-at-scale initiatives,
with a large share of manufacturers
reporting high cost and risk from critical
technology dependencies.

Value is not reaching the P&L
because itis not reaching execution;
insight is being generated faster than
the operating model can absorb it.

The differentiator BCG identifies —
shared platforms, common data
models, and execution-ready
architecture —is an enterprise
architecture capability, not a model-
quality advantage.

Lighthouse sites succeed by
integrating execution, connectivity,
and analytics into one operational
backbone — the closed loop this
paper formalizes architecturally in
Section 7.

Treating Al output as disposable code
without an owning architecture
repository converts a productivity
gain into a compounding liability —
the same dynamic the source paper
flags, seen from the debt-
management side.

This is the fragmented-execution and
fragmented-data failure modes
described in Section 2, independently
confirmed at the level of the broader
manufacturing CIO population.
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The consistent thread across all five sources is that the differentiator is structural readiness —
capability models, canonical semantics, execution-grade platforms, and governance — not
superior algorithms or larger datasets. That is an enterprise architecture conclusion, and it calls
for an enterprise architecture response.

© 2026 Digital Enterprise Architecture Advisors LLC
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4. Where the Platform Narrative Stops Short

The source paper's prescription — an execution-centered Industrial Operations Platform that
unifies execution, automation, and analytics, and turns Al output into governed configuration —
is directionally sound and consistent with what Lighthouse-grade manufacturers have actually
done. Asenior architect should nonetheless treatit as anecessary building block, not a sufficient
architecture, for three reasons.

4.1 A platform cannot substitute for a capability model

Any platform, however well engineered, is configured against something. If that something is not
a rigorously defined business capability and value-stream model, the platform will faithfully
automate the enterprise's existing inconsistencies rather than resolve them. The architecture
work of Phase B (Section 6.3) has to precede platform configuration, not follow it.

4.2 “Governed configuration” is an architecture governance commitment, not a product
feature

Configuration only remains upgrade-safe, versioned, auditable, and consistent across sites if an
enterprise architecture function defines and enforces the standards, the repository, and the
compliance review process that make those properties real. A platform can provide the
mechanism; only architecture governance provides the discipline. Section 9 develops this as a

first-class architecture domain.

4.3 Single-platform thinking under-serves multi-vendor, multi-generation estates

Most manufacturers, particularly those with a global footprint built through organic growth and
acquisition, will not — and often should not — standardize on one Industrial Operations Platform
in one migration cycle. An industry-level solution needs a vendor-neutral reference architecture
that a manufacturer can implement with Critical Manufacturing, or with any other MES/MOM,
loT, or analytics stack, and can evolve as vendors and platforms are consolidated or replaced.

Sections 7 and 10 provide that reference model.

Architect's takeaway

Buy or build the platform later. Model the enterprise first. A platform amplifies whatever capability
and data architecture it is configured against — for better or for worse.

© 2026 Digital Enterprise Architecture Advisors LLC
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5. An Enterprise Architecture Approach: Applying the TOGAF ADM

A senior architect does not respond to the Al Cliff with a single artifact or a single vendor
selection. The response is a governed architecture development cycle. The table below and the
wheel in Figure 2 apply each phase of the TOGAF Architecture Development Method specifically
to the problem of crossing the Industrial Al CLiff.

© 2026 Digital Enterprise Architecture Advisors LLC
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The TOGAF ADM Applied to Crossing the Industrial Al Cliff

H. Architecture
Change Mgmt

Continu
mode

G. Implementation
Governance

Architecture contracts; Al
configuration compliance reviews

F. Migration
Planning

E. Opportunities
& Solutions

Build vs. buy; platform

Preliminary

and configuration-vs-code decisions

A. Vision

Frame the Al Cliff as an
nterprise concern; secure sponsorshi

B. Business
Architecture

C. Information
Systems

Canonical data model;

tionalized execution & analytics app

D. Technology
Architecture

Figure 2. The TOGAF ADM applied to the Industrial Al Cliff. Requirements Management sits at the center as the continuous
feedback loop that keeps Al execution honest across every phase.

5.1 Preliminary Phase — Establishing Al Architecture Capability

Before any capability mapping begins, the enterprise establishes the architecture principles,

governance body, and repository structure that will own Al-related decisions. In practice this

© 2026 Digital Enterprise Architecture Advisors LLC
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means: adopting an explicit principle that Al-generated logic is configuration governed by the
architecture repository, not autonomous code; standing up (or extending) an Architecture
Review Board with a named Al/data steward; and defining the architecture framework to be used
(TOGAF with ArchiMate as the modeling notation, extended with ISA-95 and IEC 62443 industry

reference models).

5.2 Phase A — Architecture Vision

The architecture vision reframes the Al Cliff as an enterprise concern, not an IT or data-science
initiative. Sponsorship should sit with the COO or Chief Manufacturing Officer jointly with the
CIO/CDO, because the value at stake — as the evidence in Section 3 shows —is realized on the
plant floor, in EBIT, not in a model-accuracy metric. The vision statement should commit
explicitly to crossing from advisory Al to execution-integrated Al (Level 3 in Section 8) within a
defined horizon, anchored to the economic case in Section 11.

5.3 Phase B — Business Architecture

This is the phase most often skipped in Al initiatives, and its absence is the single largest
predictor of stalled programs. Deliverables include:

¢ Abusiness capability map covering plan-to-produce, order-to-cash, source-to-pay, and
quality management, with Al-relevant capabilities (forecasting, scheduling optimization,
predictive maintenance, quality analytics, exception management) explicitly located
within it.

¢ Value stream mapping that identifies precisely where a decision currently requires manual
review, translation, or approval — these are the candidate points of execution-integration.

¢ An operating model definition that specifies which decisions Al may execute
autonomously, which require human-in-the-loop confirmation, and which remain fully
manual, by capability and by risk class.

5.4 Phase C — Information Systems Architecture

Phase C splits, as always, into Data Architecture and Application Architecture, and both must be

resolved before Al can safely move from advisory to execution integrated.

Data Architecture

© 2026 Digital Enterprise Architecture Advisors LLC
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The centerpiece deliverable is a canonical operational data model — common definitions for
material, container, equipment, workflow, and quality state, aligned to the ISA-95 (IEC 62264)
object model and extended with the enterprise's own product and process taxonomy. This
model, not the Al platform, is the true long-lived asset referenced in Section 4.2. Master data
ownership, data quality rules, and a lightweight data-mesh style domain ownership model (so
that plant-level teams remain accountable for the freshness and accuracy of their own
operational data products) should be defined here.

Application Architecture

The application architecture rationalizes the execution, connectivity, and analytics application
portfolio against the capability map from Phase B, identifying which existing MES, historian, 10T,
and analytics applications are retained, consolidated, retired, or wrapped. This is also where the
decision from Section 4.3 is made explicit: which capabilities are served by a unified Industrial
Operations Platform, and which remain served by best-of-breed applications integrated through
the canonical data model rather than point-to-point interfaces.

5.5 Phase D — Technology Architecture

The technology architecture addresses IT/OT convergence directly. Reference decisionsinclude:
security zone and conduit design following IEC 62443 (segmenting shop-floor OT networks from
IT and cloud domains); an edge/cloud compute split (low-latency inference and control at the
edge, modeltraining and enterprise analytics in the cloud or data center); and an Al infrastructure
stance covering MLOps/LLMOps pipelines, model registries, and — increasingly relevant given
the token-consumption economics now being flagged by Gartner — an explicit policy on which
classes of Al workload justify large-model inference versus smaller, cheaper, task-specific

models.

5.6 Phase E — Opportunities and Solutions

With the target business, data, application, and technology architectures defined, Phase E
performs the build-versus-buy analysis the source paper frames as “configuration versus
disposable code.” The architect evaluates candidate Industrial Operations Platforms (Critical
Manufacturing and comparable MES/MOM vendors), loT/connectivity layers, and
analytics/agentic Al tooling against the target architecture — not against a generic feature
checklist — and defines the gap that platform configuration, integration, and, where

unavoidable, custom development must close.

© 2026 Digital Enterprise Architecture Advisors LLC
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5.7 Phase F — Migration Planning

Migration planning sequences the work into the four-phase roadmap developed in Section 12,
prioritizing value streams where manual review currently causes the greatest cost of delay
(Section 11), and sequencing canonical data model rollout ahead of Al-driven automation in
each domain, consistent with the principle that automation cannot be layered onto fragmented

execution.

5.8 Phase G — Implementation Governance

Implementation governance is where “governed configuration” becomes a real, auditable
practice rather than a marketing claim. Every Al-generated workflow, routing rule, or business
rule is treated as an architecture building block: versioned in the Architecture Repository,
reviewed against architecture compliance criteria before promotion to production, and subject
to the same change-advisory process as any other production change. Section 9 defines this
discipline in depth.

5.9 Phase H — Architecture Change Management

Because Al models, agents, and the configuration they generate change far more frequently than
traditional application releases, architecture change management must run continuously rather
than annually. This phase establishes the cadence and triggers for re-evaluating the canonical
data model, the capability map, and the Al governance policy as the estate evolves — including
as new Al capability (for example, more autonomous agentic workflows) becomes available and

needs to be assessed against the existing risk and control framework before adoption.

© 2026 Digital Enterprise Architecture Advisors LLC
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6. Reference Architecture: The Industrial Al Operating Model

The source paper's own diagram — Execute, Connect, Analyze, overlapping in an MES/loT/Data
Platform Venn — correctly identifies the three capabilities that must be unified. An enterprise
architect needs one further step: an explicit layered reference architecture that shows how those
capabilities relate to the business capability layer above them and the technology/security
foundation below them, with architecture governance running as a cross-cutting concern rather
than an afterthought.

Reference Architecture: The Industrial Al Operating Model

Architecture Governance
& Al Assurance

Business Capability & Value Stream Layer

Order-to-cash, plan-to-produce, source-to-pay capability maps; value stream stages; KPI/OKR tree

Architecture repository
(building blocks & standards)

Intelligence Layer — Analytics, ML & Agentic Al

Predictive/prescriptive models, GenAl on structured context, agentic workflows emitting governed configuration (not free- X
Al-generated artifact

compliance review

Data & Semantic Layer — Canonical Operational Model

Model & configuration

Common definitions for material, container, equipment, workflow & quality state; master data; ISA-95 L3/L4 data model; versioning, rollback

Execution Layer — MES / MOM (ISA-95 Level 2-3) )
IEC 62443 security

controls by zone
System of record for real-time execution; workflow, genealogy, traceability, exception handling

EU Al Act / regulatory
conformance

Connectivity Layer — loT, Edge & Integration

Bidirectional OT/IT connectivity, edge transformation, OPC-UA/MQTT, ERP/PLM integration

Traceability &
- A explainability audit trail
Technology & Security Foundation

IT/OT converged infrastructure, cloud & edge compute, IEC 62443 zones/conduits, identity & access

Figure 3. The Industrial Al Operating Model: a vendor-neutral layered reference architecture. Any Industrial Operations Platform,
MES, or analytics stack can be mapped onto this structure; the structure itself, not the vendor choice, is the durable enterprise
asset.

© 2026 Digital Enterprise Architecture Advisors LLC
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Two design principles distinguish this reference architecture from a simple product-capability
diagram:

¢ Every layeris defined in vendor-neutral, standards-referenced terms (ISA-95 for the
execution and data layers, IEC 62443 for the technology/security foundation, OPC-
UA/MQTT for connectivity), so the architecture survives a platform migration or multi-
vendor estate.

¢ Architecture governance and Al assurance run as a cross-cutting layer against every tier of
the stack, not as a control bolted onto the intelligence layer alone — because ungoverned
data models, undocumented integrations, and unreviewed technology choices are just as
capable of causing an Al Cliff as ungoverned Al-generated code.

6.1 How this differs from a single-vendor operating model

A single-vendor Industrial Operations Platform, well implemented, can serve the Execution,
Connectivity, and Intelligence layers of this reference architecture in one product. That is a
legitimate and often efficient implementation choice — particularly for manufacturers
consolidating a fragmented MES estate. The architecture discipline is to make that an explicit,
documented mapping decision in Phase E, reviewable and reversible, rather than an implicit
assumption baked into a single RFP.

© 2026 Digital Enterprise Architecture Advisors LLC
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7. An EA-Grounded Industrial Al Maturity Model

The source paper's five-stage maturity model — descriptive, predictive/advisory, execution-
integrated, automated, and autonomous — is a useful characterization of where Al decision-
making sits relative to execution. A senior architect extends it one dimension further: maturity is
not a single Al capability score, itis a joint maturity of business, data, application/execution, and
technology architecture, with governance as a fifth, cross-cutting dimension. Figure 4 restates
the model as a capability matrix that an architecture assessment can score directly.

Maturity Business Data Execution Technology

Level Architecture Architecture Architecture Architecture Governance

Inti Manual KPI Departmental Dashboards after .
1. Descriptive review cadence reports, no model the fact Point Bl tools Informal, ad hoc
2. Predictive / Forecast-informed Analytics data marts, Recommendations Separate ML Model validation
Advisory planning still siloed reviewed manually platform bolted on
3. Execution- Decisions embedded Canonical Al operates inside Unified execution + Architecture repository
|ntegrated « Al CLIFF in value streams operational model MES workflows analytics platform + compliance review
4. Aut ted Exception-based Trusted, governed Auto-executed actions Closed-loop Full traceability &
pLIE LA management shared semantics within guardrails automation fabric auditability
5. Autonomous / Continuous strategy- Self-consistent Multi-objective Adaptive, self-tuning Autonomy retained
Optimizing to-execution alignment enterprise data fabric autonomous optimization infrastructure under policy control

Figure 4. The Industrial Al Cliff sits precisely at Level 3 — Execution-Integrated — which is also the level at which every
architecture domain must simultaneously mature. A manufacturer strong in Data Architecture but weak in Governance, for
example, will still stall at the Cliff.

This matrix has a direct diagnostic use. An architecture assessment scores the organization's
current state against each cell, and the resulting profile — rather than a single overall “Al

maturity” number — identifies exactly which architecture domain is the binding constraint on

© 2026 Digital Enterprise Architecture Advisors LLC
17



D \ Digital Enterprise

Architecture Advisors

crossing the Cliff. In DEAA's engagement experience, the binding constraint is most often Data
Architecture (no canonical operational model) or Governance (no architecture repository or
compliance process for Al-generated logic), rarely the sophistication of the Al models

themselves.

© 2026 Digital Enterprise Architecture Advisors LLC
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8. Governing Al-Generated Artifacts as Architecture Debt

The source paper's recommendation to treat Al-generated software as disposable, and to have
Al generate platform-interpreted configuration instead of free-form code, is well founded and
consistent with Gartner's warning that unmanaged generative-Al technical debt will become the
dominant category of enterprise architectural debt within the next several years. An enterprise
architecture practice operationalizes that recommendation through four concrete mechanisms.

8.1 Treat configuration as a first-class building block

Every Al-generated workflow, routing rule, business rule, or object extension is registered in the
Architecture Repository with the same metadata discipline as any other building block: owner,
version, dependent capabilities, and the architecture principle or requirement it satisfies.
Configuration thatis not registered does not go to production, regardless of how it was produced.

8.2 Apply architecture compliance review before promotion

A lightweight but mandatory compliance review — checking the generated configuration against
the canonical data model, the security zoning of Phase D, and the capability boundaries of Phase
B — runs before any Al-generated logic reaches a live execution workflow. This is the practical,
auditable meaning of “governed configuration”; without it, the phrase is aspirational rather than

operational.

8.3 Version and roll back configuration like any production artifact

Configuration generated or modified by Al must be versioned, diffable, and reversible. Gartner's
technical-debt research is explicit that the punitive cost of the generative-Al era comes from
maintaining, fixing, or replacing ungoverned Al artifacts — a cost curve that is avoidable only if

every artifact can be traced to a version and rolled back without manual archaeology.

8.4 Track Al-origination as a portfolio-level metric

Architecture governance should track, at portfolio level, what proportion of production execution
logic originated from Al generation, its review status, and its age since last compliance check —
the same lens applied to conventional technical debt, extended explicitly to cover Al-generated
and Al-modified artifacts, and inclusive of the emerging discipline of tracking Al inference and
token cost as an operational expense in its own right.

© 2026 Digital Enterprise Architecture Advisors LLC
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Why this matters economically

Gartner's research indicates that a large share of enterprises will face delayed upgrades or rising
maintenance costs from unmanaged generative-Al technical debt within the next several years, and
that architectural debt — not code-level debt — will make up the majority of that burden. The four
mechanisms above are the direct architectural countermeasure.

© 2026 Digital Enterprise Architecture Advisors LLC
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9. Industry-Level Considerations: Toward a Common Reference Model

An enterprise-specific reference architecture is necessary but not sufficient for an industry as
fragmented, multi-vendor, and standards-dependent as discrete and process manufacturing. A
senior architect situates the reference model in Section 6 within the broader industry standards
landscape, for three reasons: interoperability across a multi-site, multi-vendor estate; regulatory
defensibility; and long-term platform independence.

9.1 ISA-95/ IEC 62264 as the semantic backbone

The canonical operational data model proposed in Section 5.4 should be built as an extension of
the ISA-95 (IEC 62264) equipment, material, and operations models, not as a bespoke schema.
ISA-95 already defines the level 3/4 boundary between execution (MES) and business planning
(ERP) that the Al Cliff sits astride, and its object models are the closest thing the industry has to
a lingua franca across MES, ERP, and analytics vendors.

9.2 RAMI 4.0 and the MESA Model as complementary structuring views

Where ISA-95 anchors the data and functional hierarchy, the Reference Architecture Model
Industrie 4.0 (RAMI 4.0) provides the three-dimensional view — hierarchy level, life cycle, and
layer — useful for positioning where in the asset life cycle and IT/OT layer a given Al capability
operates. The MESA Model similarly offers a complementary, capability-oriented view of
manufacturing operations management that many practitioners find easier to communicate to
business stakeholders than the ISA-95 object model alone. A mature architecture practice uses
these as cross-checks on the same underlying reality, not as competing frameworks to choose

between.

9.3 IEC 62443 for the security dimension

As execution-integrated Al moves decisions from a supervised dashboard into automated action
on the shop floor, the security architecture must extend IEC 62443 zone-and-conduit modeling
to explicitly cover the Al/analytics zone — defining which zones an Al agent may read from, which
it may write to, and under what compensating controls, consistent with the automation
industry's existing security reference model rather than a bespoke Al security policy invented in

isolation.

9.4 Regulatory alignment: the EU Al Act and comparable regimes

© 2026 Digital Enterprise Architecture Advisors LLC
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Many of the Al use cases discussed in this paper — predictive maintenance, quality analytics,
autonomous scheduling — are unlikely to fall into the EU Al Act's higher-risk categories in most
manufacturing contexts, but automated safety-relevant decisions and workforce-affecting
automation may. The governance mechanisms in Section 8 (registration, compliance review,
versioning, portfolio tracking) are precisely the artifacts a manufacturer needs to demonstrate
conformance and building them into the architecture practice now avoids a costly retrofit as
regulatory scrutiny of industrial Al increases.

9.5 Toward an industry reference implementation

The practical recommendation for an industry body (a manufacturing standards consortium, an
industry association, or a multi-enterprise architecture guild) is to publish a shared, vendor-
neutral profile of the reference architecture in Section 6, expressed in ArchiMate, mapped
explicitly to ISA-95 object classes and IEC 62443 zones, so that individual manufacturers — and
the vendors serving them — can assess conformance without each reinventing the mapping
independently. This is the industry-level operational solution this paper is asked to address: not
a single platform, but a shared architecture profile that any platform can be measured against.
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10. The Economic Case and Business Value

The source paper is right to insist that the Al Cliff is, in the end, an economic problem. An
architecture-led response strengthens rather than weakens that case, because it replaces a
single platform ROI calculation with a portfolio-level value model that a CFO can interrogate line

by line.

10.1 Cost of the status quo
¢ Unplanned downtime and delayed decision-making compound quickly in continuous or
high-throughput operations, where the cost of an hour of stoppage is measured in the
hundreds of thousands of dollars in capital-intensive sectors.

¢ The cost of poor quality, driven partly by inconsistent, site-by-site execution logic, typically
represents a material share of manufacturing revenue and is directly addressable by the
canonical data model in Section 5.4.

¢ Unmanaged Al-generated technical debt, per Gartner's research, converts today's
productivity gain into tomorrow's rising maintenance and token-consumption cost— an
economic risk that is invisible in a platform's initial business case but materializes within a
small number of budget cycles.

10.2 Value of crossing the Cliff

Independent evidence from the WEF/McKinsey Global Lighthouse Network — organizations that
have, in practice, unified execution, connectivity, and analytics into a closed loop — shows
average gains on the order of 40% in labor productivity and roughly 48% in lead-time reduction.
BCG's research on Al-future-built companies shows a comparable multiple in revenue and cost
impact relative to laggards, attributed explicitly to stronger core platforms, shared data models,
and execution-ready architecture —the same three elements this paper's reference architecture

is built to deliver.

10.3 An architecture-led business case structure

Rather than a single “platform ROI” figure, an architecture-led business case should separate:
(a) the foundationalinvestment in capability mapping, canonical data modeling, and governance
stand-up (Sections 5.2-5.4 and 8), which is largely one-time and platform-independent; (b) the
platform and integration investment (Section 5.6), which is contestable across vendors against
the same target architecture; and (c) the recurring cost of architecture governance and Al
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operating expense (including model inference and token cost), which should be budgeted as an
ongoing operating cost from the outset rather than discovered later as unplanned technical debt.

© 2026 Digital Enterprise Architecture Advisors LLC
24



MO

DE és Digital Enterprise
Architecture Advisors

11. Migration Roadmap

The roadmap sequences the ADM phases from Section 5 into four architecture-led phases over
a 24-month horizon, deliberately front-loading the business and data architecture work that
most Al initiatives skip. Timeframes should be treated as illustrative; the sequencing logic —
foundation before integration, integration before scale, scale before autonomy —is the durable
part of the recommendation.

Migration Roadmap: Crossing the Al Cliff in Four Architecture-Led Phases

M6 M12 M18

1. FOUNDATION 2. INTEGRATION

Architecture vision & principles Unify execution + connectivity + Roll out commaon model across Autonomous, multi-objective
Capability & value stream mapping analytics into one closed loop sites & product lines optimization within guardrails
Canonical operational data model Pilot governed Al configuration Automation with human-in-the- Continuous architecture &
Architecture repository stood up on 1-2 value streams loop exception handling Al governance embedded

Figure 5. A representative 24-month migration roadmap. Each phase closes one binding constraint identified in the Section 7
maturity matrix before the next phase begins.

11.1 Phase 1 — Foundation (Months 0-6)

Establish the architecture vision and principles (Phase A); complete the business capability and
value-stream map (Phase B); and build the first version of the canonical operational data model
together with the Architecture Repository (Phase C, Data Architecture). No Al automation goes
live in this phase — the discipline here is deliberately unglamorous, and skipping it is the single

most common cause of the stalled initiatives the source paper describes.

11.2 Phase 2 — Integration (Months 6-12)
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Unify execution, connectivity, and analytics into the closed loop described in Section 6 for one
or two priority value streams, selected using the cost-of-delay analysis from Section 10.1. Pilot
governed Al configuration end to end, including the compliance-review and versioning
mechanisms from Section 8, before any wider rollout.

11.3 Phase 3 — Scale (Months 12-18)

Extend the canonical model and the closed loop across additional sites and product lines,
introducing automation with human-in-the-loop exception handling as confidence and
governance maturity increase, consistent with Level 4 of the maturity matrix in Section 7.

11.4 Phase 4 — Optimize (Months 18-24 and ongoing)

Introduce autonomous, multi-objective optimization within the guardrails defined in Phases B
and D, with architecture change management (Phase H) running continuously rather than as a
discrete project close-out — because, as Section 8 establishes, Al-generated configuration and
the models producing it will keep evolving after the program formally ends.
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12. Risks, Anti-Patterns, and Governance Pitfalls

Enterprise architects engaging on Industrial Al Cliff programs should watch for the following
recurring anti-patterns, each of which reproduces the Cliff even after a platform investment has
been made:

¢ Platform-first sequencing — selecting and configuring an Industrial Operations Platform
before the business capability model and canonical data model exist, which locks in
existing fragmentation inside a new, more expensive system.

e Governance theater — publishing an Al governance policy document without the
operational mechanisms (repository registration, compliance review, versioning) from
Section 8 to enforce it.

¢ Model-centric investment — funding data-science and model development while
underfunding the data and execution architecture the models depend on, reproducing the
McKinsey finding that Al activity does not translate into EBIT impact.

¢ Single-site optimization — allowing local teams to optimize their own Al use cases without
a shared canonical model, which produces the “local optimizations accumulate,
enterprise intelligence remains elusive” pattern the source paper and Gartner's
manufacturing CIO research both describe.

¢ Unbounded autonomy — advancing to automated or autonomous execution (Levels 4-5)
in a capability or value stream before the governance and security architecture (Sections 8
and 9.3) needed to safely supervise itis in place.
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13. Conclusion

The Industrial Al Cliff is real, and the source paper is right to name it. It is also, on inspection, a
familiar problem wearing a new label: capability, data, and governance fragmentation that
predates generative Al and that no platform, however well designed, can resolve on its own. A
senior enterprise architect's contribution is to insist on the sequence the evidence in this paper
supports — model the business, canonicalize the data, secure and converge the technology
foundation, and govern Al-generated configuration with the same rigor applied to any other
production artifact — before, not after, selecting and configuring the platform that will execute
against that architecture.

Done this way, crossing the Al Cliff stops being a bet on a vendor's roadmap and becomes what
BCG's, McKinsey's, WEF's, and Gartner's independent research all show it actually is: a
structural, architecture-led transformation that a small minority of manufacturers have already
completed, and that the rest can complete by following the same discipline, industry standard
by industry standard, ADM phase by ADM phase.
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