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Abstract 
Cloud computing has become the default operating environment for most enterprises, yet the 
knowledge required to plan, govern, and secure a cloud strategy remains scattered across 
vendor documentation, analyst research, and informal practice. This guide consolidates that 
knowledge into a single enterprise architecture reference, moving from foundational concepts 
through to operational governance. 

It opens with cloud computing fundamentals and architecture — service models, deployment 
models, and the front-end/back-end structure underlying them — before addressing the 
strategic decisions architects face: on-premises versus cloud, cloud-native design, migration 
approaches, and provider selection. The latter sections cover the governance disciplines that 
sustain a cloud program over time: financial treatment (CapEx versus OpEx), service level 
agreements, common categories of cyber attack, and DevSecOps practice. 

Written for enterprise architects, technical leads, and business stakeholders, the guide is 
designed for both reference use — consulting individual sections as needed — and sequential 
reading as an onboarding resource for teams building cloud fluency.
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Preface: Purpose and Scope of This Guide 

Cloud computing has moved from a peripheral IT option to the default operating environment 
for most enterprises. Yet the terminology surrounding it — deployment models, service 
models, migration strategies, financial treatment, provider selection, and the security 
disciplines that must accompany all of it — is scattered across vendor blogs, analyst reports, 
and internal tribal knowledge. This guide consolidates that terrain into a single, structured 
reference. 

The guide is organized to mirror the sequence an enterprise architect actually walks through 
when advising an organization on cloud strategy: first understanding what cloud computing is 
and how it is architected; then evaluating deployment and service models; then working 
through the mechanics of migration and provider selection; and finally addressing the 
financial, contractual, and security disciplines that govern the resulting environment. Each 
section can be read independently as a reference, or the guide can be read start to finish as an 
onboarding document for architects, technical leads, and business stakeholders who need a 
working command of cloud concepts without wading through dozens of separate articles. 

How to use this guide 
Sections 1–4 establish the technical foundation (what cloud computing is, how it is built, and 
how it is deployed). Sections 5–7 address strategic decisions (on-premises vs. cloud, 
migration, and provider selection). Sections 8–10 cover the governance layer that every cloud 
program eventually needs: financial treatment, service level agreements, and security. 
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1. Cloud Computing Fundamentals 

1.1 What Cloud Computing Is 

Cloud computing is the delivery of IT resources — compute, storage, databases, networking, 
and software — over the internet rather than from equipment an organization owns and 
operates on-site. Instead of building and maintaining local infrastructure, an organization 
consumes ready-made resources from a provider and accesses them remotely. The approach 
is sometimes called utility computing or on-demand computing, a naming convention that 
reflects its resemblance to metered services such as electricity: consumption is measured, 
and the customer pays for what is used rather than for fixed, owned capacity. 

The appeal of this model rests on a straightforward trade-off. Operating an on-site data center 
consumes capital, specialized staff, and management attention that could otherwise go 
toward revenue-generating work. Renting equivalent capability from a cloud provider converts 
that fixed investment into a flexible operating cost, while also giving the organization access to 
a scale of infrastructure, redundancy, and engineering investment that would be 
uneconomical to replicate in-house. 

1.2 A Brief History 

The conceptual roots of cloud computing trace back to the mainframe era. In the late 1950s 
and 1960s, organizations that could not justify a dedicated computer for every department 
turned to time-sharing — multiple users accessing the same mainframe simultaneously to 
maximize its utilization. That same principle of shared, centrally managed compute capacity 
underlies the modern cloud. 

Several subsequent developments carried the concept forward: the 1969 creation of 
ARPANET, an early wide-area network that let users access data from remote machines; the 
emergence of virtual machines in the 1970s, which allowed multiple operating environments 
to run on a single physical device; and the growth of internet-delivered software and storage 
through the late 1990s and early 2000s. Salesforce's 1999 launch of a fully web-delivered 
business application is often cited as an early commercial milestone, and Amazon's 2006 
launch of AWS is widely regarded as the beginning of cloud computing as an industry in its 
own right. Google's then-CEO Eric Schmidt is credited with popularizing the term "cloud 
computing" in its modern sense that same year, describing a model in which data and 
processing live on servers accessed as a service rather than on a local machine. 

1.3 How Cloud Computing Works 
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From the end user's perspective, using the cloud requires nothing more than an internet 
connection and a browser or application. Behind that simplicity sits a two-sided architecture, 
examined in depth in Section 2: a front end that the user interacts with, and a back end — the 
provider's data center infrastructure — that performs the actual computation and storage. A 
central layer of middleware manages the connection between the two, handling the exchange 
of data over the internet (or, in private and hybrid designs, over a dedicated network) with the 
bandwidth, low latency, and security controls the workload requires. 

Two technologies make this arrangement practical at scale. Virtualization abstracts physical 
hardware into pools of provisionable resources, letting a provider serve many customers from 
shared infrastructure without those customers seeing or managing the underlying machines. 
Automation then gives customers a high degree of self-service — the ability to provision 
resources, connect services, and deploy workloads without waiting on manual provider 
intervention. 

1.4 Defining Characteristics 

• On-demand self-service: Consumers can provision computing capabilities as needed 
without requiring human interaction with the service provider. 

• A managed service: Outside of self-hosted private clouds, the provider handles hardware 
maintenance, software updates, and delivery-network management. 

• Pay-as-you-go pricing: Consumption is metered and billed similarly to a utility, so 
customers pay only for what they use. 

• Elastic scalability: Capacity can be increased or decreased in either direction without a 
server restart or associated downtime. 

• Broad network access: Resources are reachable from anywhere with an internet 
connection, across a range of client devices. 

• Resource pooling and multi-tenancy: A provider's physical infrastructure serves multiple 
customers simultaneously, with resources dynamically assigned according to demand. 

• A shift from CapEx to OpEx: Cloud spending is typically treated as an operating expense 
rather than a capital investment (see Section 8). 

• Workload resilience: Redundant resources and rapid recovery capabilities are 
comparatively easy to establish in a cloud environment. 

1.5 Cloud Service Models: IaaS, PaaS, FaaS, and SaaS 
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Cloud offerings are commonly grouped into a "stack" of four service models, each building on 
the one below it and each shifting a different share of operational responsibility from the 
customer to the provider. 

Infrastructure as a Service (IaaS) 

IaaS delivers raw computing building blocks — compute, storage, and networking hardware — 
over the internet, along with supporting services such as monitoring, log access, load 
balancing, clustering, and backup or disaster-recovery capability. Because IaaS provides the 
most basic layer of the stack, the customer's technical team retains responsibility for the 
operating system, middleware, and application layer, and therefore needs a correspondingly 
high level of in-house expertise. 

Platform as a Service (PaaS) 

PaaS adds a managed application-development and hosting platform on top of IaaS: the 
provider hosts the operating system, middleware, and toolset needed for software 
development, testing, deployment, and integration, while the customer focuses on writing and 
running its own applications. This model accelerates the software development lifecycle by 
removing infrastructure management from the customer's list of concerns. 

Serverless Computing / Function as a Service (FaaS) 

In the serverless model, the provider provisions, scales, and manages the underlying 
infrastructure automatically, and the customer pays only for the actual execution of event-
triggered functions (services such as AWS Lambda or Azure Functions are typical examples). 
The name is somewhat misleading — servers are still involved — but the customer's team has 
no direct involvement with them, which is why serverless computing is closely associated with 
the broader "NoOps" movement. 

Software as a Service (SaaS) 

SaaS delivers a complete, ready-to-use application over the internet, with the provider 
responsible for hosting, maintaining, and updating it end to end. It is the broadest and most 
abstracted layer of the stack: the customer's only concern is how the business and its users 
make use of the software, not how it is delivered or kept running. 

1.6 Benefits and Drawbacks of Cloud Computing 
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Benefits Drawbacks 

No upfront hardware investment The organization never owns the underlying 
infrastructure 

Reduced risk of downtime via provider SLAs 
Cloud environments (especially hybrid and 
multi-cloud) can be complex to design and 
manage 

Data accessible from any location or device Access depends entirely on internet 
connectivity 

Rapid, elastic scaling up or down Risk of vendor lock-in over time 

Lower overhead through usage-based billing Reduced direct control over infrastructure and 
configuration 

Simplified, more reliable backup and disaster 
recovery 

Compliance can be harder to demonstrate on 
shared, third-party infrastructure 

Improved team collaboration and file sharing Data resides on someone else's servers, 
introducing shared-responsibility security risk 

Access to provider-grade performance and 
security investment  

 

1.7 Common Applications and Adoption Trends 

Cloud computing now underpins an extremely broad range of everyday technology: online 
storage and file-sharing platforms, video-conferencing tools, e-commerce sites that need to 
absorb seasonal demand spikes, streaming and gaming services, CI/CD and software-testing 
environments, cloud-native applications built on containers and microservices, social media 
platforms, virtual desktop infrastructure, antivirus and threat-detection tools, real-time GPS 
and logistics tracking, accounting software, e-learning platforms, healthcare data systems, 
and AI/ML workloads that require large-scale data processing. Well-known examples of cloud-
delivered services include Google Drive and Microsoft 365 for document collaboration, Apple 
iCloud for backup and sync, Zoom and Microsoft Teams for conferencing, Dropbox and Slack 
for file sharing and messaging, Salesforce for CRM, Netflix (built on AWS) for streaming, and 
serverless platforms such as AWS Lambda, Google Cloud Functions, and Azure Functions. 

Adoption data underscores how mainstream the model has become: a large majority of 
technology companies report that cloud computing measurably improves their business, and 
small and mid-sized businesses report the cloud as meaningfully more cost-effective than an 
equivalent in-house system. Most enterprises now run infrastructure across a large number of 
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cloud-based applications, and a substantial majority of cloud-using organizations report 
improved efficiency and productivity as a direct result. At the same time, security, cost 
management, and governance remain the most frequently cited challenges of operating in the 
cloud — a theme that recurs throughout this guide, particularly in the discussions of provider 
selection (Section 7), financial governance (Section 8), and security (Sections 10–11). 

2. Cloud Computing Architecture 

Where Section 1 defines what cloud computing is, this section examines how a cloud 
environment is assembled — the components that, working together, abstract, pool, and 
deliver on-demand IT resources across a network. 

2.1 The Two-Sided Model: Front End and Back End 

Every cloud architecture divides into a front end and a back end, connected by a network that 
must offer high bandwidth, minimal latency, high availability, and strong network security. At a 
design level, cloud architectures typically combine two architectural patterns: event-driven 
architecture, in which decoupled services produce, detect, and react to events, and service-
oriented architecture, in which components expose services to one another through a defined 
communication protocol. 

Front End 

The front end is the client-facing side of the architecture — the browser or native application 
through which a user interacts with the cloud platform, together with the device (laptop, 
phone, tablet, wearable) used to access it. Its responsibilities are to let the user interact with 
the cloud, to pass queries to the back end through middleware, to present information such as 
resource usage and monitoring alerts, and to request services on the user's behalf. Because 
the heavy computation happens in the back end rather than on the client device, this model is 
well suited to remote-first teams and organizations with bring-your-own-device policies. 

Back End 

The back end is the cloud itself: the servers, storage systems, and supporting software that 
run applications, respond to front-end requests, monitor activity, scale resources, connect 
services, enforce security, and govern cloud-wide protocols. In most public and hybrid 
arrangements the provider manages the back end, though highly regulated organizations 
sometimes split responsibility between an in-house team and the provider or run the entire 
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back end themselves in a private cloud. It is in the back end that most of the architecturally 
significant components reside. 

2.2 Back-End Components 

Application Layer 

Receives end-user queries from the front end, routes them appropriately, coordinates the 
customer's requests with back-end resources, and returns responses. 

Service Layer 

Adds functional utility to the back end through the services a customer actually consumes — 
data storage, development environments, web services, and so on. The type of service 
available depends on the delivery model in use: IaaS provides control over infrastructure 
resources such as storage, servers, networking, and virtual machines; PaaS provides an on-
demand development platform with the provider hosting the technology stack; and SaaS 
provides fully hosted application software, with the provider handling upgrades and the 
underlying infrastructure. It is worth distinguishing these delivery models, which govern what 
kind of service a customer receives, from deployment models (covered in Section 3), which 
govern what kind of cloud environment the service runs on. 

Middleware 

Software that enables communication between applications, services, storage, security tools, 
infrastructure devices, and the front end — the connective tissue of the architecture, much as 
it is in a traditional data center. 

Cloud Storage 

Holds all data residing in the cloud. Capacity and type vary by provider and customer 
requirement, but cloud storage is generally regarded as a safer and more convenient 
alternative to on-site storage, provided appropriate security controls are in place. 

Cloud Infrastructure 

The physical layer the end user never sees: servers, CPUs, GPUs, motherboards, networking 
gear (routers and switches), storage media, and the cooling and power systems that keep it all 
running, along with the software that manages that hardware. 

Hypervisor 
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Software that creates and runs virtual machines by allocating a physical device's CPU, 
memory, and storage across multiple guest operating systems on that same device. The 
hypervisor is what makes multi-tenant cloud infrastructure efficient, though performance can 
suffer if too many virtual machines are packed onto a single host. 

Management Software 

Handles security and compliance auditing, usage tracking, performance and capacity 
monitoring, data integration, application deployment, and disaster-recovery management. 
This layer also houses automation tooling, which performs three core functions: scaling 
resources up or down to meet demand, reacting to events according to predefined thresholds 
or cloud policy, and enforcing governance across the environment. 

Security Layer 

Discussed in depth as part of Section 10, but worth flagging here as an architectural layer in its 
own right: immutable backups, encryption at rest, in motion, and in use, zero-trust principles, 
virtual firewalls, intrusion detection, multi-factor authentication, and anti-malware protection 
are all typically embedded directly into the back end rather than bolted on afterward. 

2.3 Architecture Best Practices 

• Design security in from the outset: embedding protection into the architecture from day 
one reduces the risk of leaks and breaches as the environment grows, rather than 
retrofitting controls later. 

• Apply the full range of cybersecurity controls: encryption, patch management, endpoint 
protection, and disaster recovery should all be provider capabilities evaluated up front. 

• Plan for usage spikes: forecast how the architecture will behave under both routine and 
peak load and build in scaling mechanisms accordingly. 

• Optimize continuously for cost: use automation and utilization tracking to catch and 
eliminate unnecessary spending (see also Section 8 on CapEx/OpEx trade-offs). 

• Monitor continuously: ongoing performance and usage monitoring surfaces patterns that 
inform further optimization. 

3. Cloud Deployment Models 

A deployment model determines the ownership, access, and management structure of the 
cloud environment itself — distinct from the service models (IaaS/PaaS/FaaS/SaaS) discussed 
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in Section 1, which determines what layer of the stack the customer consumes. Five 
deployment models account for the overwhelming majority of real-world cloud environments: 
public, private, virtual private cloud (VPC), community, and hybrid. 

3.1 Public Cloud 

In a public cloud, the provider owns and operates all underlying hardware and delivers IT 
resources over the internet to any customer willing to pay for them, typically billed by the 
minute or hour of actual use. It is the most widely used and least expensive model, and it is 
particularly popular for development and testing environments, given how cheaply and quickly 
a virtual environment can be spun up and torn down. 

• Advantages: low cost, no hardware investment, and no need for an in-house 
infrastructure-management team. 

• Disadvantages: weaker security and privacy guarantees than dedicated models, exposure 
to outages and reliability issues shared across a multi-tenant platform, limited 
customization (essentially confined to OS choice and VM sizing), and a hard cap on the 
resources available to any one tenant. 

3.2 Private Cloud 

A private cloud belongs to and is centrally managed by a single organization. It can run on-
premises or be hosted by a third party in a colocation arrangement, but in either case the 
resources are not shared with other tenants. This model is also known as the internal or 
corporate cloud model. 

• Advantages: full customization, strong data privacy, granular security segmentation, 
complete organizational control, and support for legacy applications that cannot run in a 
public cloud. 

• Disadvantages: high cost (hardware, software, staffing, and training), scalability 
constrained by the underlying hardware footprint, and high ongoing maintenance burden. 

3.3 Virtual Private Cloud (VPC) 

A VPC gives a customer exclusive access to a logically isolated segment of a public cloud, 
typically reached through a secure connection such as a VPN and further restricted through 
firewalls and IP whitelisting. It is a deliberate compromise between the private and public 
models on both price and feature set. 
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• Advantages: cheaper than a full private cloud, more capable and secure than a standard 
public cloud, and lighter on maintenance than a private cloud while retaining better 
performance than a shared public environment. 

• Disadvantages: still meaningfully more restrictive on customization than a true private 
cloud, and still subject to the outages and failures common to multi-tenant public 
infrastructure. 

3.4 Community Cloud 

A community cloud is a shared environment reserved for a specific group of organizations with 
common concerns — a shared mission, common cybersecurity requirements, or shared 
compliance obligations. It can be hosted on-premises, at a peer organization, by a third-party 
provider, or through some combination of the three. 

• Advantages: cost is shared across member organizations, and configuration and 
protocols are tailored to the community's specific industry needs, improving collaborative 
efficiency. 

• Disadvantages: shared storage and bandwidth can constrain any one member, and this 
remains the least mature and least common of the five deployment models. 

3.5 Hybrid Cloud 

A hybrid cloud combines two or more of the other models — private, public, VPC, community, 
or dedicated servers — into a single, interoperable architecture, typically to place sensitive 
workloads on a private or dedicated environment while running less sensitive or highly variable 
workloads on public infrastructure. A common pattern is cloud bursting: running steady-state 
workloads on-premises but automatically extending into the public cloud during periods of 
heavy demand. 

• Advantages: cost-effectiveness (most workflows still run on lower-cost public 
infrastructure), improved security through workload segmentation, and high setup 
flexibility. 

• Disadvantages: genuinely complex to design and manage, since it requires integrating two 
or more distinct cloud models, and it only makes sense for organizations with sufficiently 
varied use cases or a real need to separate sensitive from non-sensitive workloads. 

3.6 Comparative Summary 
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Criterion Public Private VPC Community Hybrid 

Ease of setup Very easy Very hard Easy Easy Very hard 

Data control Low Very high Low High (if 
collaborative) Very high 

Scalability Low (shared 
cap) Very high Very high Fixed / limited High 

Security & 
privacy Very low Very high Very low High (if 

collaborative) Very high 

Cost Very low Very high Affordable Shared Moderate 

Setup flexibility Little to none Very flexible Moderate Little Very flexible 

 

3.7 Choosing a Deployment Model 

Selection should be driven by the organization's answers to a small set of framing questions: 

• Scalability — is demand growing steadily, or subject to sudden spikes? 

• Ease of use — how skilled is the internal team, and what investment in training is realistic? 

• Privacy and security — is any of the data subject to strict confidentiality or protection 
requirements? 

• Cost — how much can be committed upfront versus paid on an ongoing basis? 

• Flexibility — how rigid or variable are the organization's compute, processing, and storage 
needs? 

• Compliance — are there binding regulatory or legal obligations that constrain where data 
can live? 

As a general pattern, public cloud suits small and mid-sized organizations with modest or 
predictable demands; private cloud and VPC become more attractive as organizational size 
and sensitivity of data increase; and hybrid or community models are worth exploring when an 
organization needs to balance cost against control, or when a ready-made community offering 
exists for its sector. 

4. Multi-Cloud vs. Hybrid Cloud 
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Multi-cloud and hybrid cloud are frequently confused, but they solve different problems. 
Multi-cloud uses two or more public cloud providers (for example, AWS, Azure, and Google 
Cloud) side by side, primarily to reduce dependency on any single vendor, improve resilience, 
or take advantage of provider-specific specialized services. Hybrid cloud, as defined in 
Section 3.5, combines private infrastructure with one or more public clouds so that workloads 
and data can move between environments while sensitive resources remain under direct 
organizational control. 

4.1 Side-by-Side Comparison 

Dimension Multi-Cloud Hybrid Cloud 

Infrastructure Multiple public cloud platforms, each 
independently owned and managed 

On-premises or private cloud 
infrastructure connected to one or 
more public clouds 

Architecture 
focus 

Interoperability across providers via 
standardized APIs, automation, and 
workload portability 

Seamless integration and low-latency 
connectivity between private and 
public environments 

Data handling 
Distributed across providers; requires 
synchronization and management of 
data gravity 

Sensitive data stays on private 
infrastructure; less-critical workloads 
use public cloud 

Security focus 
Consistent policy enforcement across 
providers with different security 
models 

Securing the connection between 
private and public environments 
under a shared responsibility model 

Cost profile 
Lower vendor dependency, but higher 
cross-cloud data-transfer and 
management overhead 

Significant upfront private-
infrastructure investment, offset by 
workload placement optimization 

Scalability Combined scalability of multiple 
providers 

Extends private capacity into the 
public cloud as demand requires 

Best suited for 
Vendor diversification, cloud-native 
applications, resilience across 
providers, regional coverage 

Regulatory compliance, legacy 
applications, disaster recovery, 
gradual cloud adoption 

 

4.2 How to Choose 

A multi-cloud approach tends to fit organizations whose workloads already run primarily in the 
public cloud and who want to reduce vendor lock-in, improve resilience, or exploit specialized 
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services unique to individual providers — particularly for cloud-native applications and teams 
with the expertise to operate multiple platforms concurrently. 

A hybrid approach tends to fit organizations that need to integrate existing on-premises 
infrastructure with public cloud services while retaining control over sensitive data or legacy 
systems — a pattern especially common where regulatory, security, or data-residency 
requirements are strict. Before deciding, an organization should weigh performance needs, 
security and budget constraints, operational complexity, and expected growth against each 
model's strengths. 

5. On-Premises vs. Cloud 

Before an organization commits to any deployment model, it must answer a more 
fundamental question: should the workload run on premises at all, or in the cloud? On-
premises hosting means running applications, workloads, and data on infrastructure the 
organization owns and physically houses, complete with the equipment, floor space, and 
dedicated staff that requires. Cloud computing, as defined throughout this guide, substitutes 
a rented, remotely accessed alternative. 

5.1 Head-to-Head Comparison 

Point of 
Comparison On-Premises Cloud 

Where 
resources 
reside 

On-site servers A third-party provider's servers 

Best-fit use 
cases 

High-security, consistently-
performing workloads Variable-demand workloads 

Hardware 
control Complete None (direct) 

Customization Full Limited to pre-configured options 

Resource 
deployment 

Complex, slow, often involves 
downtime Simple and near-instant 

Reliability Depends entirely on internal 
maintenance capability Provider SLAs with guaranteed uptime 



 
 

 
© 2026 Digital Enterprise Architecture Advisors LLC. All rights reserved. 

18 

Point of 
Comparison On-Premises Cloud 

Day-to-day 
maintenance Requires a dedicated team Minimal — often a single skilled 

employee suffices 

Scaling (up or 
down) 

Requires purchasing, installing, and 
tuning hardware 

A few clicks, completed in minutes; 
auto-scaling available 

Security 
responsibility Entirely the organization's 

Shared: provider secures 
infrastructure, customer manages 
access and configuration 

Compliance 
posture 

Data stays local, simplifying some 
privacy obligations 

Multi-tenant, third-party hosting can 
complicate certain regulatory 
requirements 

Upfront cost Considerable Little to none 

Ongoing cost Hardware, power, and technician 
salaries Recurring usage-based fee 

Disaster 
recovery Organization's sole responsibility Provider-supported 

Vendor lock-in 
risk None Moderate 

 

5.2 Verdicts by Dimension 

• Deployment: the cloud is faster and simpler; on-premises offers unmatched freedom to 
deploy exactly the hardware and software desired. 

• Performance: the cloud wins for organizations lacking a skilled in-house team to tune and 
optimize local hardware; on-premises can outperform the cloud for latency-sensitive 
workloads when properly resourced. 

• Cost: on-premises carries high upfront and ongoing costs; the cloud avoids the upfront 
investment but accumulates operating costs over time without ever transferring 
ownership. 

• Maintenance: on-premises are effectively a full-time job requiring dedicated staff; the 
cloud dramatically reduces day-to-day operational burden. 

• Control: on-premises offer full control over hardware, software, and data; the cloud 
confines customers to a provider's pre-configured menu of options. 
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• Security: on-premises places the entire security burden on the organization; the cloud 
outsources much of that burden to the provider under a shared-responsibility model. 

• Scalability: the cloud is the clear winner — scaling occurs in minutes with no meaningful 
upper limit, whereas on-premises scaling is slow, costly, and physically bounded. 

5.3 Decision Factors 

• Allocated budget — is there capital available for hardware, or only an operating budget? 

• Ongoing cost tolerance — low cloud upfront cost against higher cumulative long-term 
expense. 

• Existing resources — owned servers and in-house technicians make on-premises more 
viable. 

• Workload type — consistently high-performance or low-latency workloads (real-time 
analytics, simulation) often favor on-premises; variable, less latency-sensitive workloads 
favor the cloud. 

• Required control — full customization and control point toward on-premises. 

• In-house security capability — smaller or less security-mature teams generally do better 
in the cloud. 

• Scalability needs — usage that spikes or fluctuates favors the cloud. 

• Compliance obligations — strict regulatory regimes (e.g., HIPAA, PCI DSS) sometimes 
favor keeping data on-premises for direct control. 

EA note 
This is rarely a binary decision at the enterprise portfolio level. Most mature organizations 
apply this framework workload-by-workload, producing the hybrid and multi-cloud footprints 
discussed in Sections 3 and 4 rather than a single organization-wide answer. 

6. Cloud-Native Architecture 

Cloud-native architecture describes applications purpose-built to exploit the cloud's 
characteristics, rather than applications simply relocated to cloud infrastructure. A cloud-
native application is composed of microservices packaged into containers, developed, tested, 
and deployed directly on private, public, hybrid, or multi-cloud infrastructure. Each 
microservice is an independently deployable component with its own defined functionality, 
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coordinated by a container orchestration system that allows the application to scale 
horizontally by adding or removing service instances as demand requires. 

6.1 Common Design Patterns 

• Basic: a single application backed by periodic cloud backups, reached via DNS through a 
load balancer, with data held in master and worker databases. 

• Multi-cloud: individual application components run across multiple cloud platforms 
without duplicating the full system, while data remains on a single chosen platform. 

• Hybrid: the application is reached via DNS and a load balancer as usual, but while it writes 
to a master database, replicas are maintained on a separate (slave) database, a different 
cloud platform, or the organization's own infrastructure. 

6.2 Five Core Principles 

Self-Reliant Containers 

Each container packages everything a given microservice needs — libraries, dependencies, 
and a lightweight runtime — with externalized, immutable configuration for its target 
environment. This packaging is what makes containers portable between environments. 
Docker is the dominant container technology, and Kubernetes is the dominant tool for 
deploying, scaling, and managing containerized applications at scale. 

Managed Services for Interaction and Collaboration 

Cloud-native services communicate with one another and with external or legacy applications 
through APIs (RESTful APIs being the most common). Internal service-to-service 
communication is frequently handled by a dedicated infrastructure layer called a service 
mesh, which connects, secures, and observes traffic between services; Istio is the most 
widely adopted open-source implementation. 

Stateless and Scalable Components 

A cloud-native application favors components that store state externally rather than in the 
instance handling a given request, which means any instance can service any request. This 
statelessness is what makes horizontal scaling, rapid repair, rollback, and load balancing 
practical: failed instances can be replaced with minimal downtime, and rolling back to an 
earlier version becomes far simpler. 

Automated Processes and CI/CD 
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Cloud-native infrastructure is designed to be automated end to end: building, testing, and 
deploying should all run through a CI/CD pipeline, and processes such as rollbacks, canary 
deployments, scaling, monitoring, and recovery can all be automated as well. 

Resilient Architecture 

Because failures are inevitable at scale, cloud-native systems are designed for resilience from 
the outset — high availability, a well-rehearsed disaster-recovery plan, and automated 
recovery mechanisms that let multiple instances absorb failed tasks and keep the application 
running with minimal disruption. 

6.3 Benefits and Drawbacks 

Benefits Drawbacks 

Loosely coupled microservices let teams work 
independently without destabilizing the whole 
application 

Requires establishing and adapting to a full 
DevOps/CI/CD pipeline 

Orchestration platforms (e.g., Kubernetes) 
simplify troubleshooting 

Rapid scaling and dynamic infrastructure 
introduce security-monitoring overhead 

Microservices are platform-agnostic and can 
use whichever language or framework fits best 

Some microservices end up dependent on a 
specific operating system or machine 

Reduces dependency on any single cloud 
provider, enabling multi-cloud or hybrid 
strategies 

 

Central orchestration improves performance 
through automated scheduling and resource 
allocation 

 

 

7. Cloud Migration 

Cloud migration is the process of moving data, application code, and related business 
processes from on-premises or legacy infrastructure into a cloud environment — or, in a 
cloud-to-cloud scenario, from one cloud environment to another. It is the practical 
mechanism by which the strategic decisions in Sections 3 through 5 get implemented. 

7.1 Types of Cloud Migration 



 
 

 
© 2026 Digital Enterprise Architecture Advisors LLC. All rights reserved. 

22 

Lift and Shift 

Moves an application from on-premises to the cloud without modifying it. This is the fastest 
and least disruptive migration approach, since it touches only infrastructure, information, and 
security teams, and it is also the most cost-effective. Its limitation is that it does not take 
advantage of cloud-native performance or flexibility benefits — it simply relocates the 
application. It suits organizations with predictable, regular peak schedules and is often 
treated as a first step toward deeper cloud adoption. 

Shift to SaaS 

Replaces one or more in-house applications with an equivalent hosted by a specialized SaaS 
provider, letting the organization offload less business-critical processes and focus attention 
on its core applications. The trade-off is reduced customization and dependency on the SaaS 
vendor's own support model; this approach fits best for non-customer-facing, routine 
functions such as email or payroll. 

Legacy Application Refactoring 

Replicates legacy applications on the cloud platform through refactoring, allowing the legacy 
system to keep running while a modernized replacement is built in parallel. Refactoring lets 
the organization prioritize which business processes move first, improving cost-effectiveness 
and response time while sequencing updates sensibly. 

Re-Platforming 

Rewrites the application code itself to make it cloud-native. This is the most resource-
intensive migration type, requiring extensive planning and often significant cost, but it delivers 
the full range of cloud benefits — flexibility, scalability, and resilience — that lift-and-shift 
cannot. 

7.2 The Cloud Migration Process 

• Step 1 — Create a migration strategy: define data, technical, financial, resource, and 
security requirements; identify risks and mitigation plans; and consult experts where 
needed to protect business continuity. 

• Step 2 — Select a deployment model: choose the public, private, hybrid, or multi-cloud 
model (see Section 3) that fits the workload and organization; public cloud generally suits 
smaller organizations with modest resources, hybrid suits organizations layering security 
onto an existing SaaS footprint, and private cloud suits sensitive data requiring full system 
control. 
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• Step 3 — Select a service model: choose IaaS, PaaS, or SaaS (see Section 1.5) according 
to the type of migration and the operational responsibility the organization wants to retain 
or offload. 

• Step 4 — Define KPIs: establish measurable indicators — system performance, user 
experience, infrastructure availability — that will be used to monitor the migrated 
environment. 

• Step 5 — Execute the migration: move data and workloads via the public internet, a 
private network connection, or offline transfer as appropriate, then validate the result 
against the KPIs defined in Step 4. 

7.3 Benefits of Cloud Migration 

• Cost savings: eliminates the direct cost of maintaining physical data centers and the 
indirect cost of a dedicated technical team, while the provider absorbs most licensing 
overhead. 

• Flexibility: supports both upward and downward business scaling, and gives users access 
to data and services from any location or device. 

• Quality and performance improves data visibility and decision-making speed, and 
simplifies integration with other cloud-based enterprise systems. 

• Automatic updates: shifts the burden of patching and version management to the cloud 
provider. 

• Enhanced security: cloud-hosted data is frequently better protected than on-premises 
data, given the scale of provider investment in security tooling and practices. 

• Business continuity: geographically distributed provider infrastructure makes robust 
disaster recovery and business continuity substantially easier and cheaper to achieve. 

7.4 Migration Tools and Services 

Major cloud providers offer purpose-built migration tooling — examples include AWS 
Migration Hub and AWS Snowball, Google Cloud's data transfer service, and Azure Migrate — 
alongside third-party migration vendors. These tools generally fall into three categories: open-
source tools that are free or low-cost and readily customizable; batch-processing tools 
designed to move large data volumes at scheduled intervals; and cloud-based, task-specific 
tools that connect data sources to the cloud through purpose-built connectors. Selection 
should weigh functionality, compatibility with the existing environment, and price. 
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8. Choosing a Cloud Service Provider 

Selecting a cloud provider is a strategic, long-horizon decision. Reversing it later is expensive 
and disruptive (see Section 8.3). The choice should be driven by a structured evaluation of 
business requirements rather than price comparison alone. 

8.1 Twelve Evaluation Factors 

1. Service models: IaaS gives full control over the OS and applications; PaaS manages 
infrastructure and runtime so developers can focus on building; SaaS delivers a fully 
managed application. The right choice balances the customer's appetite for control 
against its appetite for convenience. 

2. Deployment models: public, private, hybrid, or multi-cloud (see Section 3), chosen by 
weighing cost efficiency against data control and regulatory needs. 

3. Pricing: compute, storage, networking, data transfer, backups, managed services, 
support, and licensing all factor into total cost of ownership — not just the headline 
compute rate. 

4. Support: evaluate available support plans, response times, SLA terms, support channels, 
and 24/7 availability. 

5. Locations: the number and geographic spread of a provider's data centers affects latency, 
availability, disaster recovery, and regulatory compliance options. 

6. Documentation: SDKs, API references, tutorials, architecture guides, and troubleshooting 
resources materially reduce onboarding effort and support load. 

7. Supported software and integrations: confirm compatibility with existing and planned 
operating systems, database systems, virtualization platforms, DevOps tooling, and third-
party services. 

8. Security: evaluate IAM, encryption, network security, DDoS protection, firewalls, key 
management, security monitoring, and backup/DR capability. 

9. Compliance: verify support for relevant standards and certifications such as ISO 27001, 
SOC 2, PCI DSS, HIPAA, or GDPR. 

10. Vendor lock-in: assess how heavily applications would depend on proprietary services or 
APIs; open standards, containers, and infrastructure as code all ease future migration. 

11. Scalability: confirm how easily resources scale in either direction, whether auto-scaling is 
available, and whether the provider can absorb significant future growth without a 
redesign. 
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12. Uptime: review uptime guarantees, SLA commitments, redundancy across availability 
zones and regions, and historical reliability. 

8.2 A Structured Selection Process 

• Evaluate current infrastructure — identify workloads that can move, must stay on-
premises, or require specialized handling. 

• Define business requirements — hosting, storage, disaster recovery, analytics, or 
expansion needs, plus performance, availability, and security expectations. 

• Identify technical requirements — operating systems, databases, container platforms, 
APIs, automation tools, and integrations the workloads depend on. 

• Select service and deployment models — IaaS/PaaS/SaaS combined with 
public/private/hybrid/multi-cloud. 

• Establish security and compliance requirements — IAM, encryption, monitoring, 
backup, data residency, and relevant certifications. 

• Compare pricing and total cost — including egress and data-transfer charges, which 
often become significant at scale. 

• Evaluate performance and availability — compute options, storage performance, 
network capacity, latency, redundancy, and uptime. 

• Review support and documentation — response times, escalation procedures, and the 
quality of self-service resources. 

• Assess portability and lock-in — open standards, common APIs, and infrastructure as 
code all reduce future switching costs. 

• Run a proof of concept — test a production-like workload before committing long term. 

• Review the SLA and contract terms — uptime guarantees, service credits, data 
ownership, termination conditions, and outage/data-loss liability. 

• Anticipate future needs — regions, workload growth, compliance changes, and new 
services the provider will need to support. 

8.3 Switching Providers Later 

Cloud-to-cloud migration becomes necessary when costs rise, performance degrades, 
required services no longer align with business needs, or compliance obligations change. 
Because cloud environments tend to become deeply integrated with an organization's 
applications and operational processes, switching providers is usually complex and resource-
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intensive — differences in APIs, networking, and security models can require substantial 
application rework, and data volumes, downtime constraints, and team retraining all add cost. 
As with the initial provider decision, the process runs through assessment of the existing 
environment, migration planning, target-environment preparation, workload and data 
migration, validation, and gradual production cutover, followed by decommissioning of the old 
environment once workloads are verified. The clearest way to reduce future migration pain is 
to weight provider selection criteria — particularly portability, open standards, and avoidance 
of proprietary lock-in — accordingly at the outset. 

9. Financial Governance: CapEx vs. OpEx 

Every infrastructure decision this guide has discussed so far has a financial-accounting 
dimension that shapes how it is budgeted, approved, and reported. Capital expenditures 
(CapEx) fund the purchase or upgrade of a fixed asset as a one-time, upfront cost; operating 
expenses (OpEx) are the recurring costs of running day-to-day operations. Understanding the 
distinction is essential to evaluating on-premises versus cloud economics (Section 5) and to 
structuring a defensible business case for either path. 

9.1 Head-to-Head Comparison 

Point of 
Comparison CapEx OpEx 

Purpose Acquiring or upgrading a fixed asset Funding ongoing day-to-day 
operations 

Payment type Upfront lump sum Recurring (weekly, monthly, or 
annual) 

Expected ROI 
horizon 

Multi-year, beyond the tax year of 
purchase Fully consumed within the tax year 

Typical examples 
Machinery, buildings, laptops, 
vehicles, patents, IT equipment 

Office rent, utilities, salaries, cloud 
services, repairs 

Tax treatment Not directly deductible; depreciated 
or amortized over time 

Fully tax-deductible in the period 
incurred 

Financial 
statement 

Investing activities / cash flow 
statement Income statement 

Approval process Slow — typically multiple layers of 
management sign-off Fast, if already budgeted 
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Point of 
Comparison CapEx OpEx 

Flexibility Low — a fixed, long-term 
commitment 

High — can be scaled back with 
limited financial impact 

 

9.2 CapEx in Practice 

A CapEx purchase generally must meet several criteria: it is a one-off advance payment, 
ownership of the asset transfers to the buyer, the asset's useful life extends beyond a single 
tax year, and it meets a minimum value threshold (commonly, though not universally, around 
$2,500). CapEx divides into maintenance CapEx (replacing or restoring existing capital assets) 
and expansion CapEx (growing or improving an asset's efficiency to support business growth). 
Typical IT-relevant CapEx items include data-center space, owned servers, IT equipment, and 
perpetual software licenses. The benefit is straightforward ownership and control; the 
drawbacks are the size of the upfront outlay, the need for precise forecasting, and the risk of 
locking in an asset that turns out to be a poor fit. 

9.3 OpEx in Practice 

OpEx divides into mandatory costs (utilities, wages, office supplies) and optional costs — 
items that could equally be structured as CapEx, of which cloud hosting versus an owned data 
center is the paradigm IT example. Shifting toward as-a-service consumption (IaaS, PaaS, 
SaaS, and similar "as-a-service" models) delivers several distinct advantages: no upfront cost, 
faster budget approval given the lower financial risk, no long-term commitment, easy provider 
switching, built-in scalability, and clearer month-to-month visibility into ROI. The trade-off is 
that the organization never comes to own the underlying asset, no matter how long it 
continues paying for it. 

9.4 Deciding Between Them 

Not every cost is a free choice between CapEx and OpEx treatment — a printer cartridge, for 
instance, is always OpEx — but a meaningful set of IT infrastructure decisions genuinely can 
go either way: buying a building versus renting office space, purchasing dedicated servers 
versus shared hosting, building an on-premises data center versus a virtual data center, or 
investing in edge infrastructure versus using a third-party regional provider. Forecasting 
accuracy matters for both paths, since underestimating either an upfront investment or a 
recurring cost stream creates budget risk. Compliance requirements sometimes remove the 
choice altogether — some regulatory regimes require on-premises ownership, which forces 
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CapEx. In general, CapEx represents a much larger financial commitment than OpEx, since 
OpEx spending can be reduced with comparatively little financial disruption, but ownership 
also confers a degree of customization and control that pure OpEx consumption cannot 
match. 

10. Service Level Agreements (SLAs) 

An SLA is a formalized contract between a service provider and a customer that defines 
expected service performance, quality benchmarks, and the responsibilities of each party. 
SLAs give both sides a shared, measurable understanding of what "good service" means and 
what happens when it is not delivered — a discipline that becomes especially important once 
an organization depends on a cloud provider for infrastructure it no longer directly controls 
(see Sections 5 and 8). 

10.1 Anatomy of a Typical SLA 

• Uptime guarantee: a minimum availability commitment — 99.9% is a common 
benchmark — usually calculated on a monthly basis. 

• Response time: how quickly the provider must acknowledge an incident, tiered by severity 
(e.g., 30 minutes for a Priority 1 issue). 

• Resolution time: how quickly the provider must resolve an incident, again tiered by 
severity (e.g., four hours for Priority 1, eight for Priority 2). 

• Support availability: the channels (phone, email, chat) and hours (often 24/7) through 
which support is available, along with escalation procedures. 

• Penalties: the remedies — commonly service credits — owed to the customer for each 
unit of downtime beyond the guaranteed threshold. 

10.2 Types of SLA 

• Customer-based SLA: a bespoke agreement covering every service delivered to one 
specific customer, tailored to that customer's operational needs. 

• Service-based SLA: a standardized agreement applied identically to every customer of a 
given service, simplifying management and delivery. 

• Multi-level SLA: a hierarchical structure combining corporate-level standards 
(organization-wide), customer-level terms (tailored within that framework), and service-
level detail (specific to an individual service). 
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10.3 Core Components of an SLA Document 

• Service description: scope, capabilities, functionality, and explicit exclusions. 

• Performance metrics: availability/uptime, response time, resolution time, throughput, 
and error rate. 

• Roles and responsibilities: who owns which maintenance, support, and management 
duties. 

• Monitoring and reporting: the tools used, how often reports are produced, and what those 
reports contain. 

• Penalties and remedies: financial penalties, service credits, and required remedial 
actions. 

• Dispute resolution: mediation or arbitration steps and internal escalation procedures. 

• Review and revision: how often the SLA is reviewed and the process for amending it. 

10.4 Best Practices for Drafting SLAs 

• Metrics should be relevant, measurable, clear, achievable, and applied consistently: 
tie every metric to a real KPI, define it in unambiguous terms ("respond to critical incidents 
within 30 minutes," not "quick response"), and benchmark achievability against historical 
data. 

• Service descriptions should be detailed: scope, capabilities, service levels, and 
dependencies on third parties should all be spelled out explicitly. 

• SLAs should be living documents: establish a regular review cadence (quarterly or 
annually), a structured change-management process, and a mechanism for incorporating 
stakeholder feedback. 

• Stakeholders should be engaged throughout: customers, providers, and internal 
legal/IT/operations teams should all have input into both drafting and ongoing 
maintenance. 

• Documentation should be accessible: clear structure, plain language, and a shared 
repository all reduce the risk of disputes born from misunderstanding rather than genuine 
non-performance. 

10.5 Consequences of Non-Compliance 

SLAs are legally binding. When a provider fails to meet agreed terms, consequences typically 
include financial penalties (fines, or direct compensation for losses caused by the failure), 
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service credits (discounts on future service, scaled to the severity and duration of the 
disruption), and — less formally but often more consequentially over time — reputational 
damage that erodes client trust and future business. 

10.6 SLA vs. Contract, and Alternatives to an SLA 

An SLA is a specific component of a broader contract, focused narrowly on service delivery, 
quality, and performance metrics; the surrounding contract additionally covers payment 
terms, confidentiality, intellectual property, and termination conditions. Where a full SLA is 
not the right instrument, organizations sometimes use lighter-weight alternatives: a 
Memorandum of Understanding (a non-binding statement of mutual expectations), an 
Operational Level Agreement (an internal agreement between departments), a Performance-
Based Contract (focused on outcomes rather than process), a Vendor Management 
Framework (a holistic approach to managing multiple vendors), a Service Level Specification 
(precise technical service requirements), or, in lower-stakes or high-trust relationships, an 
informal or agile agreement that favors flexibility over formal documentation. 

11. Cybersecurity: Common Types of Cyber Attacks 

Every architectural, financial, and contractual decision in this guide ultimately operates inside 
a threat environment that must be actively managed. A cyber attack is any malicious attempt 
by an unauthorized party to breach an IT system, typically aimed at stealing or ransoming data, 
harvesting information for resale, exposing trade secrets, disrupting operations, committing 
identity theft, or destroying systems outright. The consequences — financial loss, data 
breaches, erosion of user trust, permanent data loss or corruption, legal exposure, and 
reputational damage — make a working understanding of common attack types a baseline 
requirement for any cloud or on-premises architecture. 

11.1 Malware-Based Attacks 

Malware is malicious software that, once installed on a target device, disrupts operations or 
steals data. It typically spreads through human error — a clicked link, an infected USB drive, 
an opened email attachment, or a drive-by download from a compromised website. Common 
variants include: 

• Spyware: silently monitors user activity and transmits captured data (such as login 
credentials) back to the attacker. 
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• Keyloggers: record keystrokes to capture sensitive information for blackmail or identity 
theft. 

• Viruses: self-replicate across programs on an infected device once triggered. 

• Worms: self-replicate across a network without needing a host file or program. 

• Trojans: disguise themselves as legitimate software and typically establish a silent 
backdoor for remote access. 

• Adware: displays unwanted marketing content and sometimes conceals more damaging 
malicious code. 

• Fileless malware: operates through native OS tools (macros, PowerShell, WMI) rather 
than an executable file, making it especially hard to detect. 

• Ransomware: encrypts a victim's data and demands payment, typically in cryptocurrency, 
for the decryption key — with no guarantee the key will actually be provided or that the data 
will be recoverable even if it is. 

11.2 Phishing Attacks 

Phishing deceives a target with a fraudulent email, text message ("smishing"), or phone call 
("vishing") that appears to come from a trusted source, aiming either to extract information 
directly or to trick the victim into clicking a malicious link or attachment. 

• Spear phishing: targets a specific individual using personal information gathered from 
social media, prior breaches, or the dark web to make the message convincing. 

• Angler phishing: targets victims on social media, exploiting the fact that platform-native 
messages face fewer inspection controls than corporate email. 

• Whaling: targets high-profile executives (CEO, COO, CFO) who have authority to approve 
significant fund transfers — a smaller pool of targets but a far higher payout when 
successful. 

11.3 Password Attacks 

• Brute-force attacks: systematically test character combinations until the correct 
password is found; long, complex passphrases are the most reliable defense. 

• Dictionary attacks: attempt common passwords and phrases, often purchased in bulk 
from prior breaches. 

• Password spraying: tries a single common password across a large number of accounts, 
exploiting how widely weak, predictable passwords are still used. 
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11.4 Network and Infrastructure Attacks 

• Man-in-the-Middle (MitM): an attacker intercepts data in transit between two parties, 
most commonly over unsecured public Wi-Fi or via malware already present on one 
endpoint. Also called eavesdropping, it is notoriously difficult to detect because the data 
still appears to reach its intended destination. 

• SQL injection: malicious SQL commands entered into a data-entry field trick a database 
into revealing, modifying, or deleting data, or executing unauthorized administrative 
functions. 

• DoS and DDoS: a Denial of Service attack overwhelms a system with fake traffic until it 
fails; a Distributed Denial of Service attack does the same using a coordinated network of 
compromised (often IoT) devices. The goal is usually disruption rather than data theft, 
sometimes as a diversion for other malicious activity. 

• Advanced Persistent Threats (APT): long-term, often custom-built intrusion campaigns 
aimed at sustained data exfiltration, corporate espionage, or infrastructure sabotage. 

• Zero-day exploits: attacks against a software vulnerability unknown to the vendor at the 
time of exploitation, leaving essentially no lead time to patch before damage occurs. 

• Watering hole attacks: compromise a website a specific target group is known to 
frequent, then wait for victims to visit. 

• Cryptojacking: secretly hijacks a device's processing power to mine cryptocurrency, 
degrading performance and often weakening other security controls in the process. 

• URL manipulation: alters URL parameters to redirect a victim to a malicious site, typically 
for phishing or malware delivery. 

• DNS-based attacks: DNS tunneling smuggles malware or data through the DNS protocol 
to bypass firewalls; DNS spoofing (or poisoning) redirects visitors to a fraudulent copy of a 
legitimate site to harvest credentials. 

• Cross-site scripting (XSS): injects malicious JavaScript into a vulnerable website so it 
executes in visitors' browsers, enabling account hijacking or further exploitation. 

• Rootkits: grant an intruder unauthorized administrator-level access, hiding deep within 
the operating system and often evading standard antivirus detection. 

• Session hijacking: an advanced form of MitM in which the attacker takes over an 
authenticated session outright, inheriting whatever permissions the victim's account 
holds. 
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11.5 Prevention Priorities 

The following controls, applied together, address the great majority of the attack types above: 

• Enforce strong, unique passwords and rotate them regularly; disable password hints. 

• Keep applications, browsers, operating systems, and devices current with the latest 
patches. 

• Layer network security: firewalls, segmentation, traffic analysis, and intrusion prevention. 

• Run regular network security audits and penetration tests. 

• Deploy anti-malware tooling and train staff to scrutinize unsolicited email for red flags. 

• Require a VPN for any remote access to corporate networks and avoid public Wi-Fi for 
sensitive work. 

• Perform daily data backups and require multi-factor authentication with account lockout 
policies. 

• Enforce zero-trust security principles and least-privilege access. 

• Encrypt data at rest and in transit, and secure key management practices. 

• Stand up a Cyber Incident Response Team (CIRT) with a documented response plan and 
disaster-recovery playbook. 

• Maintain a cloud security policy specific to the organization's cloud footprint. 

• Run regular security-awareness training so staff can recognize the human-error vectors 
most attacks rely on. 

12. DevSecOps 

DevSecOps (Development, Security, and Operations) integrates security into every phase of 
the software development lifecycle, rather than treating it as a separate concern addressed 
late in the process by a dedicated security team. It extends DevOps — which already 
emphasizes collaboration between development and operations and automation of repetitive 
tasks — by placing security at the forefront throughout, on the premise that security is 
everyone's responsibility rather than one team's afterthought. 

12.1 Core Components 

• Collaboration and communication: development, security, and operations teams work 
toward a shared goal with no communication gaps between them. 
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• Security awareness and ownership: everyone involved in the SDLC understands the 
security imperative and takes ownership of outcomes. 

• Secure tools and architecture: environments and configurations are tested for resilience 
before use, incorporating multi-factor authentication, least-privileged access, and 
segregated CI/CD pipelines to prevent lateral movement. 

• Automation: security testing and analysis run continuously through the CI/CD pipeline, 
with builds halted automatically if risk exceeds a defined threshold. 

• Continuous security testing: static application security testing (SAST), dynamic 
application security testing (DAST), penetration testing, and compliance checks run 
throughout development rather than only at the end. 

12.2 A Representative Workflow 

• Planning: define security requirements, identify threats, and conduct threat modeling so 
controls can be designed directly into the architecture. 

• Coding and development: developers follow secure coding practices; code is peer-
reviewed and scanned by automated SAST tooling. 

• Continuous integration: every code change triggers automated build and test, with 
immediate feedback on any security issue detected. 

• Continuous deployment: container images are scanned in staging and validated via DAST 
before reaching orchestration platforms. 

• Operations and monitoring: production applications and infrastructure are continuously 
monitored, with automated incident detection and response in place. 

• Remediation and feedback: vulnerabilities are triaged by priority, root-caused, and fed 
back into team practice. 

• Education and knowledge sharing: ongoing security-awareness training keeps the whole 
team current. 

• Compliance: automated checks confirm adherence to relevant standards (PCI DSS, 
GDPR, HIPAA, and others). 

• Reporting: compliance results, alerts, and test outcomes are consolidated for 
stakeholders and audit purposes. 

12.3 Benefits 

• Reduced risk of breaches and data leaks through proactive, continuous monitoring. 
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• Faster, more reliable software delivery via automated, security-integrated CI/CD. 

• Stronger cross-team collaboration and shared accountability for security outcomes. 

• Lower overall cost, since early detection is markedly cheaper than remediation in 
production. 

• More consistent regulatory compliance through automated, repeatable checks. 

• Better risk management via ongoing threat modeling and vulnerability scanning. 

• Faster incident response through automated detection and response tooling. 

• Natural fit with cloud-native architecture (Section 6), supporting easier scaling and 
adaptation. 

• Higher-quality software with reduced technical debt and lower long-term maintenance 
burden. 

• Competitive advantage and stronger customer trust through demonstrated security 
commitment. 

12.4 Common Challenges 

• Cultural resistance, particularly in organizations with long-standing silos between 
development, security, and operations. 

• Integrating the right security tools into an existing CI/CD pipeline without excessive time or 
resource cost. 

• Skills gaps — not every development or operations team has sufficient security expertise 
without additional training. 

• Automated scanning can generate false positives requiring manual review, and repeated 
alerts risk fatigue that causes real issues to be missed. 

• Balancing development speed against the thoroughness of security checks. 

• Resource constraints in smaller organizations, and difficulty integrating DevSecOps 
practices with legacy or monolithic systems. 

• Added complexity of managing security consistently across multi-cloud and hybrid 
environments (Sections 3–4). 

12.5 Best Practices 

• Shift security left — build it in from the design stage rather than bolting it on at the end. 

• Automate the full CI/CD pipeline, with a security checkpoint at every stage. 
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• Implement security as code, embedding controls directly into infrastructure code. 

• Maintain secure coding standards and enforce them through peer review. 

• Foster genuine cross-team collaboration and shared ownership of security outcomes. 

• Test early and often, scanning code, dependencies, and infrastructure throughout 
development. 

• Build feedback loops so teams learn systematically from past incidents. 

• Enforce least-privilege and role-based access controls throughout the SDLC. 

• Prioritize risk management and assess third-party/dependency risk regularly. 

• Design DevSecOps practices to scale as the environment and organization grow. 

13. Closing Synthesis: Applying This Guide 

No single section of this guide stands alone in practice. A realistic cloud strategy moves 
through the material roughly in the order presented: establishing a shared vocabulary for 
cloud computing and its architecture (Sections 1–2); selecting deployment and multi-provider 
strategies appropriate to the workload portfolio (Sections 3–4); deciding, workload by 
workload, whether cloud is the right home at all (Section 5); designing new applications to be 
genuinely cloud-native rather than merely cloud-hosted (Section 6); executing migration 
deliberately rather than opportunistically (Section 7); choosing providers against a structured 
rather than ad hoc criteria set (Section 8); and, running underneath all of it, treating financial 
classification, contractual protection, and security as first-class architectural concerns rather 
than afterthoughts (Sections 9–12). 

For an enterprise architecture practice, the recurring theme across all twelve sections is that 
cloud strategy is a portfolio discipline, not a single decision. Different workloads will justify 
different deployment models, different service models, different migration approaches, and 
different providers — and the financial, contractual, and security disciplines in the closing 
sections apply uniformly across whatever mix of these choices the organization ultimately 
assembles. 


